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Abstract. Ambient assisted living (AAL) technologies aim at increasing an 
individual’s safety at home by early recognizing risks or events that might otherwise 
harm the individual. A clear definition of safety in the context of AAL is still missing 
and facets of safety still have to be shaped. The objective of this paper is to 
characterize the facets of AAL-related safety, to identify opportunities and 
challenges of AAL regarding safety and to identify open research issues in this 
context. Papers reporting aspects of AAL-related safety were selected in a literature 
search. Out of 395 citations retrieved, 28 studies were included in the current review. 
Two main facets of safety were identified: user safety and system safety. System 
safety concerns an AAL system’s reliability, correctness and data quality. User 
safety reflects impact on physical and mental health of an individual. Privacy, data 
safety and security issues, sensor quality and integration of sensor data, as well as 
technical failures of sensors and systems are reported challenges. To conclude, there 
is a research gap regarding methods and metrics for measuring user and system 
safety in the context of AAL technologies.  
Keywords. Safety, assistive technologies, AAL, ambient assisted living, security 
1. Introduction 
Assistive technology is “an umbrella term for any device or system that allows 
individuals to perform tasks they would otherwise be unable to do or increases the ease 
and safety with which tasks can be performed” [1]. Ambient Assisted Living (AAL) 
technologies form a subset of assistive technologies. They address safety needs at home 
such as recognition of frailty and mobility, health and accident prevention, and support 
in daily living [2]. They also facilitate living at home by smart home elements and they 
support individuals by monitoring medical parameters, detecting falls, or acting as 
medical reminders, e.g., reminders on appointments or intake of medicine [3].  In this 
way, it is assumed that they have potential in enhancing the actual and perceived safety 
[4], well-being and independence of individuals at home [5]. AAL technologies integrate 
functionalities that are safe-critical [3]. This creates the demand that AAL systems must 
be safe, i.e. a user must not suffer from injuries in case system failures occur [6]. Despite 
the research interest in AAL technologies and the clear objective of AAL to increase 
safety, it is still unclear what exactly means safety in the AAL context and what shapes 
this safety. The objective of this study is to synthesize facets of safety in the context of 
AAL as well as to shape future research endeavors.  
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This study follows a qualitative approach using a literature review to identify issues 
related to safety in the context of AAL. Sub-questions driving this analysis include: 1) 
Which facets of safety in the AAL context can be distinguished? 2) Which opportunities 
of AAL for safety are reported? and 3) Which aspects of safety in AAL-related research 
are described? The search was carried out on June 2 2020. The search strategy covered 
all articles published during the period 2010-2020. Search terms were.  
 PUBMED: ("safety") AND (("self help device") OR ("internet-based 
intervention") OR ("ambient assisted living")); 45 results 
 ACM Digital Library: ("safety") AND (("self help device") OR ("internet-
based intervention") OR ("ambient assisted living")); 162 results 
 IEEE Xplore: ("safety") AND (("self help device") OR ("internet-based 
intervention") OR ("Ambient assisted living")); 58 results 
 EMBASE: ("safety") AND ("self help device" OR "internet-based intervention" 
OR "ambient assisted living"); 130 results 
Articles were included in this review if: 1) they dealt with AAL technologies or 
smart home technologies in care contexts, 2) they reported issues related to patient safety 
and 3) they were published in the following languages: English, German. We excluded 
papers dealing with social robots, wheelchair technology, social networking systems, 
rehabilitation technologies or those that did not deal with safety aspects. Duplicates were 
identified and removed. In order to assess the eligibility of the articles, all titles and 
abstracts were examined. In a second round, the full-text of the selected articles were 
extracted and carefully analyzed to confirm their eligibility. The selected articles were 
included in the qualitative synthesis.  Data related to aspects of patient safety, risks and 
opportunities of AAL systems related to safety and safety assessment methods were 
extracted from the selected studies. From the results, we derived facets of safety and 
needs for future research.  
Table 1. Types of AAL applications included in the review 
Purpose of the system System description 
Emergency detection Monitoring of activities and risks in the bathroom [7], 
Mobile safety alarms [8], 
Distinction of safe and unsafe events [9], 
Fall detection [10] 
Monitoring Recognition of presence of individuals in rooms [11], 
Well-being monitoring [12], 
Monitoring activities and physical status and suggesting proactive 
measures [13] 
3. Results 
A total of 395 records was identified, 39 duplicates were removed and 28 papers met the 
inclusion criteria, and therefore were included in the qualitative synthesis. Seven papers 
reported on concrete AAL applications [7-13], see Table 1. Eleven papers reported rather 
on AAL in general or were reviews [2, 14-23]. General topics related to safety in AAL 
systems comprised: ethical issues [23], use, adoption and acceptance [17, 19-22], impact 
of AAL on quality of life [16], needs and behavior related to AAL [2, 15], AAL design 
considerations [14] and safety analysis [18]. Ten papers introduced a framework or 
architecture [6, 10, 24-34]. These frameworks and architectures considered the following 
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aspects: Architecture for integration of sensors [10], architecture for complete AAL 
systems [26, 28], architecture for message transfer in AAL systems [24], safety 
engineering and certification [6, 25, 29, 30], sensor quality [27], security configuration 
modelling [34]. 
3.1. Facets of Safety 
We can distinguish two facets of safety: system safety and user safety. On the one hand, 
safety concerns the AAL system as such and its components, i.e. its reliability, 
correctness, data quality. On the other hand, achieving or increasing user safety is 
targeted by AAL systems, i.e. physical and mental health of an individual has to be 
ensured by the application of AAL technologies.   
There are different aspects that characterize or impact on system safety. It depends 
on the data quality (and safety) of its components (e.g. sensors, knowledge base). Error-
prone data may result in false positive or false negative events being inferred. This in 
turn can lead to false alarms, missing alarms and finally leads to patient harm and a loss 
of safety [27]. Several types of user safety can be distinguished [31]: a) Medical safety 
realized by monitoring of medical parameters, b) fast safety related to fast assistance in 
emergencies, (e.g. concerns fall detection or other accidents and their prevention), c) 
safety of daily living  (concerns safety related to technical devices and household aids), 
d) structuring safety (e.g., realized by reminding on intake of medicine or appointments), 
e) felt or perceived safety related to the feeling that the person in need of care is not alone. 
3.2. Opportunities 
AAL technologies offer multiple opportunities for patient safety achieved through 
monitoring and emergency detection. Different aspects are monitored: physiological 
signals and physical illness (e.g. measurements of pulse, respiration, blood pressure) [22], 
functional aspects such as general activities, motions, meal intake [22], safety aspects 
(e.g. detection of fire and gas leaks, automatic light switches, fall detection) [2], social 
interaction [21,22], and cognitive behavior [22]. Data collected by monitoring 
technologies can be analyzed or transferred. For example, collected physiological or 
health-related data can be transferred to a physician for further assessment and 
consideration [10]. When such data is analyzed, anomalies or risks can be detected and 
alerts can be generated automatically (e.g. automatic fall detection [33], location 
detection [8]). If working properly and anomalies are detected, an emergency call or 
appropriate alerts to caregivers and family members can be sent to prevent serious harm 
[28]. AAL technologies are reported to reduce fear and insecurity as well as to increase 
both, genuine and perceived safety [8]. For example, users perceived the localization 
feature of their assistive technology as most important factor for safety in emergencies. 
Users felt safe knowing that caregivers/relatives could localize them [8]. AAL 
applications also include applications for social connectedness (phone calls, 
communication through videos, virtual participation in groups), and for delivering 
cognitive or sensory support (reminder for medication, lost key locator), or provide care 
functions and cognitive support (e.g. medication reminder, verbal assistance for 
appliances) [2]. They increase health (which is a safety need) or can help in maintaining 
a certain health status. 
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4. Discussion and Conclusions 
Depending on the AAL system’s scope (monitoring or emergency detection), the 
challenges of safety analysis differ. For monitoring applications, assessing data safety 
and security might be more relevant. In contrast, for applications aiming at detecting and 
preventing emergencies, there are large demands regarding reasoning and technical 
quality. A challenge for run-time system safety analysis of AAL systems is how to learn 
from hazards without harming individuals.  We can imagine a critical incident reporting 
system as known from hospitals, where critical incidents are reported by the user to let 
the system learn from those incidents. Such strategy could be even applied by healthy 
people who use AAL technologies. Their experiences from interaction and alerting could 
be collected. This could help in improving the systems and increasing the safety. 
However, it will not help in studying the reliability of systems in detecting safety-critical 
situations. User safety can only be assessed when the system is implemented in the home 
of an individual. Metrics to quantify the actual user safety are still missing. A reason 
might be difficulties in quantifying user safety with its facets medical safety, fast safety 
etc. Instead, the perceived safety is measured. This is realized by questionnaires and 
interviews of individuals [32] and of non-professional care providers [31] focusing on 
usability and acceptance.  
I conclude that the existing research in the AAL field addresses safety issues to a 
very limited extent. Even though AAL technologies are supposed to increase safety, there 
are no studies available providing proof of efficacy of AAL technologies in increasing 
safety. First indications exist that the perceived safety increases through the application 
of AAL technologies [31]. This work demonstrates that there is a need for studies that 
assess to what extent safety is increased through application of AAL technologies. 
Furthermore, methods are required for measuring the safety of AAL systems, its 
components and data transfers. Current literature on AAL technologies consider methods 
for safety analysis [6] and safety certification [30] only to a very limited extent.  
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